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Abstract (Sample)

Packet Filtering firewalls can use a database of rules to decide which packets will be
allowed to move in and out and from one network onto another. However with the
increase in size of rule list, it’s very hard to manage and validate the rules, which can also
increase the cost of rule lookup and that may add significantly to latency. Packet filtering
is the one of the major contemporary firewall design techniques. Implementation of such
packet filter using Binary Decision Diagram (BDD) gives more advantages in terms of
memory usage and look up time. In the case of the list-based packet filter firewall where
rules are checked one by one for each incoming packet, the time taken to decide on a
packet is proportional to the number of rules. This work presents the study, design and
implementation of a packet filter firewall using binary decision diagram which provides
faster processing of packets while maintaining the integrity of the original security
policy. Results on large number of packets show that for most-accept packets, and for
most- reject packets there is manifold reduction in such comparisons when BDD-based

approach is used over list-based with promotion approach.

The overall performance of a firewall is crucial in enforcing and administrating
security, especially when the network is under attack. The continuous growth of the
Internet, coupled with the increasing sophistication of the attacks, is placing stringent
demands on firewall performance. In this work, a traffic-aware optimization framework
is described to improve the operational cost of firewalls. Based on this framework a set of
tools are designed that inspect and analyze both multidimensional firewall rules and
traffic logs and construct the optimal equivalent firewall rules based on the observed
traffic characteristics. The current work is the first to use traffic characteristics in firewall
optimization. To evaluate the performance of current approach, a large set of firewall
rules and traffic logs from a local LAN or at tens of enterprise networks managed by a
Tier-1 service provider are evaluated. The evaluated results find these approaches very
effective. In particular, current work has achieved more than 10 fold performance

improvement by using the proposed traffic-aware firewall optimization.



SAMPLE SHEET-ACKNOWLEDGEMENT

ACKNOWLEDGEMENT

I am highly grateful to the Dr. Manoj Kumar , Principal, DAV Institute of Engineering &
Technology, Jalandhar, for providing this opportunity to carry out the six month
industrial training at

The constant guidance and encouragement received from Ms. Harpreet Kaur Bajaj, HoD
Department of Computer Science & Engineering, DAVIET Jalandhar has been of great
help in carrying out the project work and is acknowledged with reverential thanks.

I would like to express my gratitude to Mr./Ms. , Assistant Professor
Department of Computer Science & Engineering DAVIET Jalandhar for his stimulating
guidance, continuous encouragement and supervision throughout the course of present
work.

I would like to express a deep sense of gratitude and thanks profusely to _
Director/CEO of Company ,. Without the wise counsel and able guidance, it

would have been impossible to complete the report in this manner.

The help rendered by Mr./Ms. , Designation( in company )
for experimentation is greatly acknowledged.

I express gratitude to other faculty members of Computer Science & Engineering
department of DAVIET for their intellectual support throughout the course of this work.

Name of the Student



LIST OF FIGURES (Sample)

Fig. No. Figure Description Page No.
1.1 Application Level Firewall 8

1.2 Statefull Firewall 9

1.3 Packet Filter Firewall 10
1.4 An BDD Representation 11
3.1 Methodology of the System 24
3.2 BDD Representation of Rule set 26
33 ROBDD Representation of Rule set 27
34 Flowchart of Proposed System 31
3.5 Connecting with the Network 32
3.6 Capturing the Packets form Network 32



LIST OF TABLES (Sample)

Table No.  Table Description Page No.
3.1 Boolean Variables Required for Rule set 25
3.2 Representation of Number of Variables Required 26
4.1 Two-dimensional Vector Dot file 47



TABLE OF CONTENTS (SAMPLE)

Contents Page No.
Certificate i
Abstract ii
Acknowledgement i
List of Figures iy
List of Tables Vi
Table of Contents Vil
Chapter 1: Introduction 1
1.1 Motivation 1
1.2 TCP/1P Protocols 2
1.3 Firewall 4
1.4 Generations 5

................. So on continue as per the respective Chapter’s contents

Chapter 5 : Results and Discussions
Chapter 6: Conclusion and Future Scope
References

Appendix A: Development Environment

34

44

53

57



Note: The report of respective project should be as per prescribed format and in the same
order though if some of the points are not applicable in regard with the concerned project,
they might be omitted.



	Sample sheet (outer cover)
	Project Title (24pt.)
	REPORT (14pt.)

	SUBMITTED BY
	REPORT

	SUBMITTED BY
	Contents         Page No.
	Certificate           i
	Abstract           ii
	Acknowledgement          iii
	List of Figures         iv
	List of Tables         vi
	Table of Contents         vii
	Chapter 1:  Introduction                  1

